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Abstract 
Anecdotal evidence suggests that online users’ concern about risks may deter them from using social networking sites. 
Unfortunately, the existing literature did not develop a clear conceptualization of the key risk factors and failed to identify 
and differentiate the underlying facets of risks. In addition, prior studies did not systematically capture the imperative 
antecedents of members’ risk perception. The current study fills these research gaps. Drawing upon pertaining literature, 
we develop a succinct research model to understand risk factors that daunt members’ site use. Specifically, we explore the 
underlying risk factors embedded in site use and identity their sources of influence. The research model was validated by 
survey data collected from real users and the analysis results provided strong support to the research model. The current 
study generates new knowledge on the literature of social networking sites; it also sheds light on management strategies 
for networking service vendors to promote members’ extent of site use. 
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1. Introduction 
Social networking sites have thrived in recent years with examples such as Facebook, Myspace, and 
FriendFinder. Amid its rapid growth, social networking sites have raised growing concerns on risks. Prior 
studies have pointed out that site members are subject to malware, spam and phishing, data theft, content 
alternation and consequently may experience emotional discomfort, monetary loss, or reputation damage [4, 
19]. Numerous accounts of social networking site members being attacked were reported in the past. The 
infamous "Samy" MySpace XSS worm, for example, shut the site down for a few days in October 2005. In 
2010 several thousand of Facebook users were attacked by a clickjacking scam [20]. Individual privacy of site 
members is constantly challenged as well. The transitive relation Friend of a Friend of Facebook, for example, 
left member information flowing to unintended parties without awareness and consensus. Reports also found 
that personal data of Facebook and MySpace members were traded to over a dozen of advertising and Internet 
tracking companies that partnered with the two sites [23]. Once exposed, privacy information may lead to 
stalking, embarrassment, and extortion. 
Risks in site use have eroded member confidence in networking services and ultimately may drive users to 
reduce or even discontinue site use. MySpace, for example, was reported to lose members after spam artists 
started using profiles as bait for illicit websites [27]. It is imperative that vendors develop an in-depth 
understanding of the risks that are inherent in site use. New knowledge in this regards will allow service 
vendors to develop proper strategies and mechanisms that promote site use. As to risks in using networking 
services, the existing literature has generated interesting findings. Shin examined the effects of security and 
privacy in social networking sites and explored their impacts on adoption patterns [29]. Qin theorized the 
potential impact of social influence and privacy concern on user acceptance of networking services [30]. In 
the context of working professionals, Posey et al. studied the roles of reciprocity social influence, community 
trust, and privacy risk belief in shaping member site use [14].  Krasnova et al. explored privacy problems in 
online social networks and uncovered the coping patterns of members in using these systems [15]. Lo studied 
the influence of Internet privacy risks and locus of control on individual willingness to provide personal 
information to networking services [10]. Xu et al. analyzed the impact of information privacy concern on 
member information disclosure behaviour [31]. 
The existing literature is limited in a number of ways. First, these studies did not provide a clear 
conceptualization of risk factors and they failed to identify and differentiate the underlying facets of risks. 
Except Shin [29], the majority of prior studies considered privacy risks yet ignored risks that origin from 
cyber-attacks. Unfortunately Shin measured security risks by items that indeed captured privacy abuse risks. 
New research is therefore much needed to enrich our understanding of risks in networking service use through 
improved definition and measurements. Second, prior studies did not systematically capture the imperative 
antecedents of members’ risk perception. It remains largely unknown as what may help or obstruct 
individuals’ judgment of the actual risks that are present at networking sites. As a consequence, service 
vendors may not be able to deceive proper strategies and policies in boosting member site use. The current 
study attempts to provide some insights on these remaining issues.   
The current study examines the research questions of “What are the major risks in using social networking 
sites?” and “What influences members’ perception of site use risks?” Drawing upon pertaining research, we 
develop and validate a succinct research model that provides a preliminary answer to these questions. This 
research makes a twofold contribution to the social networking literature. First, it recognizes the multifaceted 
nature of risks in site use. Specifically, the paper identifies cyber-attack risk and privacy abuse risk as two 
distinct risk factors underlying members’ overall risk perception. Cyber-attack risks concern about the 
potential breach of security measures (e.g., hacking, and virus, worm) and its subsequent impact on end-users’ 
computer systems. Privacy abuse risk, on the other hand, refers to the likely hazards that stem from 
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uncontrolled or unwanted exposure of sensitive personal information on a public social platform. Social 
networking sites introduce cyber-attack risks at a greater magnitude due to its high penetration rate in the 
online population; it also introduces unique privacy abuse risks due to the very nature of its community 
related social interactive operations. Unlike prior studies that review risk as a one-dimensional construct [7, 
10, 18], the current study offers a broader and richer understanding of use risks in networking services. 
Second, this research identifies several key sources of influence on user risk perception. Through a systemic 
review of the networking phenomenon, we suggest that members’ perception of site risks stems from multiple 
perspectives. These perspectives include the overall computing environment, service provider qualities, and 
personal traits. Through survey data that was collected from 222 members of popular sites such as Facebook 
and MySpace, we found empirical evidence that Internet risk perception, vendor trust to service providers, 
and members’ value of privacy jointly shaped users’ risk. Construct such as value of privacy has not been 
thoroughly studied before in information assurance literature. 
The rest of the paper is organized as follows: the subsequent section reviews the literature in social 
networking sites. Next, we present the research model along with a set of research hypotheses. This is 
followed by research methodology and data analysis. We conclude the paper by discussing its theoretical and 
managerial implications and also by offering suggestions for future research. 
2. Research Model and Hypotheses 
Drawing upon pertaining literature, we develop the research model and a set of research hypotheses. 
Illustrated in Fig. 1, our research model suggests that risk perception in site use concerns cyber-attack risk and 
privacy abuse risk. Members’ risk perception is postulated to shape attitude, which subsequently affects 
member site use behavior. Moreover, the model postulates that risk perception is affected by a number of 
factors ranging from computing environment, service vendor quality, and personal traits. Specifically, the 
model identifies Internet risk, vendor trust, and value of privacy as the key determinants to perceived risk in 
using a networking site. 
 
 
Fig. 1. Theoretical Model 
 
In this study, attitude refers to an individual’s positive evaluative effect about using a given social 
networking site. Through the use of social networking service, members develop their attitude toward the 
service which over time results in a positive or negative judgment [9]. Expectancy-Value Theory (EVT) 
suggests that an individual's attitude largely directs his or her own actions [5]; in line with EVT, we postulate 
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that one’s attitude predicts his or her behavioral outcome in using a social networking site. We expect that 
users with more positive attitude will become more likely to engage in site use. 
H1: Attitude will positively relate to site use. 
Using social networking sites comes with cost as members may consider it risky. Perceived risk is defined 
as the extent to which there is an uncertainty in significant and disappointing outcomes that may be realized 
[21]. Synthesizing the literature, we consider risk perception as a reflection on both cyber-attack risk and 
privacy abuse risk. Cyber-attack risk measures one’s uneasiness about using a given social networking site 
considering the likely exposure to cybercrimes [29]. Due to the increasing popularity, social networking sites 
have become a preferred attack vector by hackers to sabotage online users. During the recent past, numerous 
accounts of cyber-attacks were reported on popular sites such as Facebook and MySpace; website 
vulnerabilities were exploited, member accounts were compromised, and malicious codes were dispersed. 
Perceived risk may also stem from the worry about individual privacy abuse [23]. Interactions on networking 
sites give rise to privacy release as one discloses identity, private interest, and personal opinions into 
publicity. Privacy divulged may be used against one’s will for purposes such as stalking, embarrassment, and 
extortion. Due to the presence of cyber-attack risk and privacy abuse risk, users of networking sites may 
experience negative consequences including emotional discomfort, monetary loss, or reputation damage. 
Perceived risk may therefore discourage users from forming a positive attitude towards a networking site. 
H2: Perceived risk in site use will negatively relate to attitude. 
Perception of risk in using a social networking site may be shaped by individuals’ belief of the computing 
environment. Internet risk perception measures one’s uneasiness about using Internet. Internet is known for 
the parlance of cyber threats which significantly jeopardize online users and businesses [6, 16]. Social 
networking site members have varying levels of Internet risk perception as a result of their prior Internet use 
(e.g., online shopping) and outcome history. Internet risk is likely to bias one’s judgment of the actual risks in 
using a social networking site. Online users with high Internet risk perception, for example, may exaggerate 
the uncertainties in networking sites, exhibit unwarranted confidence in their judgment, and subsequently 
overestimate the risks in using social networking sites. Users with low Internet risk perception, on the 
contrary, tend to underestimate the risks in site use. Therefore we expect: 
H3: Internet risk perception will positively relate to perceived risk in site use. 
Trust is crucial in social networking sites as the integrity of service vendors may not be fully verified. 
During account signup, Internet users surrender personal data to service vendors who base strategic initiatives 
on the collection and use of user information. Xu et al. pointed out that a user’s contact with an online 
networking service vendor is governed by social contracts in an implicit form which often involves 
unspecified obligations and hence it requires user trust on the service vendor’s compliance to this social 
contract [32]. To date, there exists a lack of proven record that service vendors of social networks will not 
participate in opportunistic behaviors such as information misuse of customer data. In 2010, Facebook for 
example was found to share member information with over a dozen of advertising and Internet tracking 
companies. Trust literature suggested that trust facilitates the reduction of perceived uncertainties [8, 14]. 
Therefore trust towards a vendor may restore one’s confidence in networking sites and consequently lower his 
or her risk perception. We expect: 
H4: Vendor trust will negatively relate to perceived risk in site use. 
Social networking literature suggests that users’ value relevant to their personal sense of privacy tend to 
influence their decision making [28]. Research on privacy has found that individuals differ in their values of 
privacy [26]. Value of privacy refers to the importance an individual places on personal privacy and it may be 
cultivated by individual disposition, culture, and past privacy invasion experience. Within social networking 
sites context, value of privacy may affect site members with their assessment of the risks in site use. When 
privacy value is low, users tend to underrate the actual risks in privacy misuse and unauthorized disclosure to 
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third parties. When privacy value is high, however, users may overvalue privacy related risks during site use 
and subsequently perceive a greater level of risks. Therefore we expect: 
H5: Value of privacy will positively relate to perceived risk in site use. 
In addition, we account for the potential impacts of age and gender in the research model [15, 33]. 
3. Research Methodology and Analysis Results 
Measurement items for the principal constructs in this study were borrowed from existing measures to 
ensure validity [25]. Internet risk is measured by survey measurements such as “In general, it would be risky 
to engage in Internet activities”. Vendor trust is measured by survey measurements such as “This social 
networking website will be trustworthy in handing my information”. Cyber attack risk is measured by survey 
measurements such as “Using this website may expose myself to malware (e.g., virus, spyware, adware)”. 
Attitude is measured by survey measurements such as “Your overall attitude towards using this social 
networking website is good”. Site use is measured by survey measurements such as “I regularly log in this 
social networking site”. Value of privacy is measured by survey measurements such as “Compared with other 
subjects on my mind, personal privacy is very important”. Privacy abuse risk is measured by survey 
measurements such as “How concerned are you that the information you share on this social networking 
website: can become available to someone you don't want to share information with”. The items were 
measured in 7-likert scale. The survey instruments were pretested with 60 users of a social networking site to 
check the psychometric properties of the measurement scales [2]. The research model was tested using survey 
data. We collected survey responses from two hundred and twenty two college students who took 
undergraduate courses at a large institution in Midwest of the United States. College students are a significant 
segment of social networking site users. A recent Pew survey showed that college students presented the 
largest portion of Facebook users [11]. Student sample is therefore appropriate for the current research. The 
respondents were recruited from four undergraduate courses that were offered in a business college. The 
samples consisted of business and non-business major undergraduates; as a result, the samples were 
heterogeneous. Table 1 provides the descriptions on respondent demographic information. 
 
Table 1. Demographic Information 
 
Gender 60% male and 40% female. 
Age 20 on average. 98% respondents are within age group 18-24.  
Year of experience in computer usage 10.6 
Year of experience in Internet usage 9.2 
 
We tested the research model using structural equation modeling analysis. We employed partial least 
squares (PLS) which uses a component-based approach for estimation and places minimal restrictions on 
sample size and residual distributions. Table 2 reports the correlation matrix, the AVEs, and the descriptive 
statistics of the principal constructs. Measurement reliability was assessed using composite reliability [30] and 
Cronbach’s alpha [3]. As in Table 2, the internal consistencies of all variables are considered acceptable, 
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Table 2. Descriptive Statistics, Correlations, and Average Variance Extracted 
 
Principal Construct Mean Std CR CA 1 2 3 4 5 6 7 
1 Attitude 5.50 1.05 .94 .90 .91       
2 Cyber Attack Risk 4.33 1.36 .94 .90 -.20 .91      
3 Internet Risk 3.58 1.45 .94 .91 -.13 .37 .92     
4 Privacy Abuse Risk 5.03 1.30 .91 .80 -.02 .31 .25 .91    
5 Value of Privacy 4.78 1.32 .89 .76 -.18 .24 .26 .11 .90   
6 Vendor Trust 4.25 1.17 .94 .90 .33 -.19 -.11 -.05 -.04 .91  
7 Site Use 5.47 1.59 .96 .95 .50 -.07 -.06 .15 -.03 .19 .93 
CR: Composite Reliability,  CA: Cronbach’s Alpha, Diagonal elements represent the square root of AVE 
 
Convergent and discriminant validity are inferred when (1) the square root of each construct is larger than 
its correlations with the other constructs; (2) all AVEs are greater than .50; and (3) the PLS indicators load 
much higher on their hypothesized construct than on other constructs [1]. As shown in Table 2, the square 
roots of the AVE are all greater than 0.5 and greater than all other cross correlations, indicating that the 
variance explained by each construct is much larger than the measurement error variance. The analysis results 
of PLS item cross-correlations show that all items load high on their own constructs. These tests validate the 
measurement properties of principal constructs. The research data was collected from a single survey and 
therefore we checked for the extent of common method bias. First, the Harman’s one-factor test was 
performed [17]. Second, the correlation matrix was examined for highly correlated factors. The analysis 
results found no evidence of common method bias. 
In this structural model, risk perception is modeled as a second-order factor following the PLS modeling 
approach developed by Wetzels et al [31]. Specifically, the second-order latent variable risk perception is 
constructed by relating it to the underlying first-order latent variables of cyber-attack risk and privacy abuse 
risk in their outer models. The PLS path coefficients are shown in Fig. 2. All these paths are statistically 
significant. The structural model explained 26% of the variance in site use, 5% of variance in attitude, and 
19% of variance in risk perception. Regarding the control variables, age was found to negatively impacted 
attitude. 
The PLS results found that user attitude towards a social networking site significantly influenced the extent 
of site use (p=.48, p<.001), supporting hypothesis 1. The results also confirmed that risk perception (b= -.15, 
p<.05) negatively impacted attitude, supporting hypothesis 2. Moreover, the results showed that Internet risk 
(b=.34, p<.001), vendor trust (b= -.13, p<.05), and value of privacy (b=.14, p<.05) jointly shaped member risk 
perception. Hypotheses 3, 4, and 5 are therefore supported.  
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Fig. 2. PLS Results 
 
4. Conclusion 
Social networking sites continue increasing in popularity. The latest Pew survey showed that worldwide 
47% of online adults used social networking sites and 73% of teens and young adults were a member of at 
least one social network [46]. To sustain the success of a social networking site, it is important that users 
actively use the site to initiate social interactions and propel the expansion of personal networks. Yet 
networking services have posed significant threats to site members and risks in site use are mounting. 
Anecdotal evidence has underlined the potential risks of cyber security and privacy abuse in site use and 
suggested that these risks may deter users from further engaging in site use [6,9,52]. Drawing upon pertaining 
literature, we have developed a research model to understand the risk factors that discourage site use. We 
collected survey data from 222 social networking site users to validate the research model and the results 
strongly attest to the value of our proposed model. The results show that risk perception primarily consists of 
cyber-attack risks and privacy abuse risks. Moreover, the results find that individuals’ Internet risk perception 
and value of privacy increase the level of risk perception in using social networking sites, while vendor trust 
offers a remedy to mitigate the risk perception. Among the three antecedents, Internet risk perception casts the 
highest impact on risk perception. Finally, the results suggest that risk perception discourages users to develop 
a positive attitude which is crucial to encourage their use of networking sites. 
This study informs practice. Since site use adds vital support to the sustainable growth of networking sites, 
service vendors may stimulate site use by lowering the risk perceptions. Our research suggests that user 
perception of the risks in using social networking sites is under influence by Internet risk, vendor trust, and 
value of privacy. Accordingly, service vendors may reduce user risk perception by addressing these three 
concerns. In order to minimize Internet risk perception, public awareness and educational campaigns may be 
exercised [13, 22]. Educational campaigns are suggested to improve end user knowledge and skills in 
combating cyber threats and consequently reduce the odds of being attacked. Awareness programs also help 
remove the cognitive bias pertaining to Internet risks and cultivate a healthy and accurate risk assessment. 
Besides, a social networking site may boost vendor trust by joining prominent privacy seal programs such as 
Value of Privacy 
 
Internet Risk 











*: p<.05; **: p<.01; ***: p<.001 Control variables: Age and Gender
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WebTrust, TRUSTe, and BBBOnline. Participation in these seal programs signifies that a social networking 
site has met the recognized industry privacy requirements and consequently restores user trust [32]. 
Furthermore, vendors may adopt privacy protection policies and privacy-aware system architecture and site 
designs [12, 24]. These protection features will help users offset the unwanted impact of privacy value by 
restoring their privacy preservation controls. 
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